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DEAR UTAH FIRST CREDIT UNION MEMBER:




AVOID THE TOP THREE
SOCIAL MEDIA SCAMS

According to Javelin Strategy and Research, over 11 million Americans
were affected by |dentity Theft in 2009, representing a 12% increase over
2008. There are several reasons for the growth of this crime and one of
the newest involves scamming people through social networking sites
like Facebook and Twitter.

We all use social networking sites to stay in touch with family, friends,
and even grandchildren. While social networking has its benefits, users
should be wary of the potential pitfalls that can come from using this
technology. Here are the top three ways thieves can attack you on a
social networking site.

WINTERIZING

MONEY REQUESTS.

Afriend posts on your Facebook site that they are stranded and need
money wired to them immediately. Think about this for one minute. If
your friend was really in need, wouldn’t they call you to get immediate
attention. If you ever see a post like this, then stop and verify it though
another form of communication that is not related to the initial source.
You will probably find that your friend’s site has been compromised and
a criminal is attempting to deceive you.

ENTICING CLICKS.

The more you use social media, the higher your chance of seeing a
post or an email that contains a click-able link to another website. The
scammer will post something like “Is what this blog says about you
true?” Then there is a click to a screen that asks you to enter your
Facebook user ID and password. If you enter it, the scammer can then
hijack your site. To combat this, don’t use links that seem provocative
or strange and make sure your computer is protected real-time from
spyware and viruses.

HIDDEN CHARGES.

You see it all the time on social media sites. “Take an 1Q quiz” or “Disney
Trivia” etc. where you enter some information and then are asked to add
your cell phone number so you results can be texted to you. What you
don’t know is that you have unwittingly signed up for an expensive fee
based service. Many of the seemingly fun extras on social media sites
are best left alone.

Social Media is certainly a growing part of our lives, but the scams that
come with it do not have to be. Remaining diligent is the key. Remember
the age old axiom of “When in doubt, throw it out.” and you will enjoy
the positives related to social media for many years to come.

This newsletter is published for informational purposes only. Always consult with competent and licensed professionals before making any decisions regarding your financial, tax, investment, and/or retirement situation.



HIGHER EDUCATION COSTS

Investments are not deposits; not NCUSIF insured; and not insured by any federal
government agency. No credit union guarantee. May lose value.




MAKE A NOTE.

This newsletter is published for informational purposes only. Always consult with competent and licensed professionals before making any decisions regarding your financial, tax, investment, and/or retirement situation.




